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DETAILED ACTION 

Response to Amendment 
This is a Final Office Action in response to Applicant's Amendment and Request for 
Reconsideration filed on October 4, 2004. Claims 1-75 are presented for further examination. 


Claim Rejections - 35 USC §103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1-16, 24-28, 30-56, 64 and 66-75 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Templin et al (hereinafter, "Templin", 5,781,550), 

As per claim 1, Templin discloses a network of hosts constructed and arranged for the 
transfer of digital information between the hosts comprising: 

• a source host (col 3, lines 65-67 and col. 4, lines 1-9); 

• a destination host (col. 3, lines 65-67 and col. 4, lines 1-9); and 

• a collaborating host (gateway) (col. 3, lines 65-67 and col. 4, lines 1-9). 
However, Templin does not explicitly disclose: 

• a management object constructed and arranged to facilitate collaboration between the 
source host and the collaborating host in transferring data between the source host and 
the destination host, wherein the source host provides necessary control information 
and/or message contents when there is a need based on network information, and the 
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collaborating host sends the data to the destination host in such a way as to make the 
destination host believe the data is from the source host 

Templin discloses a gateway that intercepts a packet destined for host C from host A. The 
gateway generates a new packet and sends it to host in which host C believes it is 
communicating with host A (col, 8, lines 37-54). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include a management object to transfer data between the source host and 
destination host in such way as to make the destination host believe the data is from the source 
host in order to provide a secure network because this would allow the hosts to communicate and 
exchange information, thereby providing a strong security within the network. 

As per claim 53, Templin disclose a method of communicating over a network comprising 
the steps of 

• obtaining network information (col. 5, lines 25-33); and 

• sending data intended for a destination host, from a source host to a collaborating host 
as a function of the network information (col. 8, Unes 37-54). 

However, Templin does not explicitly discloses: 

• facilitating collaboration between the source host and the collaborating host; and 

• sending the data to the destination host from the collaborating host so that the 
destination host believes the data came from the source host. 

Templin discloses a gateway that intercepts a packet destined for host C from host A. The 
gateway generates a new packet and sends it to host in which host C believes it is 
communicating with host A (col. 8, lines 37-54). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include a management object to transfer data between the source host and 
destination host in such way as to make the destination host believe the data is from the source 
host in order to provide a secure network because this would allow the hosts to communicate and 
exchange information, thereby providing a strong security within the network. 

As per claim 2, Templin discloses: 

• wherein a series of collaborating hosts are used in delivery of particular packets (col. 8, 
lines 9-36). 

As per claim 3, Templin discloses: 

• wherein the masquerading hosts are simple hardware elements (col. 5, lines 25-33, lines 
60-67 and col. 6, lines 1-4). 

As per claims 4 and 73, Templin discloses the invention substantially as claims discussed 
above. 

However, Templin does not explicitly disclose: 

• wherein the management object is executable to facilitate collaboration by forwarding 
the data, with identity information of the source host, to the collaborating hosts. 

Templin discloses a gateway that intercepts a packet destined for host C from host A. The 
gateway generates a new packet and sends it to host in which host C believes it is 
communicating with host A (col. 8, Hnes 37-54). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include a management object to transfer data between the source host and 
destination host in such way as to make the destination host believe the data is from the source 
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host in order to provide a secure network because this would allow the hosts to communicate and 
exchange information, thereby providing a strong security within the network. 

As per claims 5 and 74, Templin discloses the invention substantially as claims discussed 
above. 

However, Templin does not explicitly disclose: 

• wherein the management object is executable to facilitate collaboration by causing the 
collaborating host to access the source host and obtain the data and identity-verification 
information of the source. 

Templin discloses a gateway that intercepts a packet destined for host C from host A. The 
gateway generates a new packet and sends it to host in which host C believes it is 
communicating with host A (col. 5, lines 60-67, col. 6, lines 1-4 and col. 8, lines 37-54). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include a management object to transfer data between the source host and 
destination host in such way as to make the destination host believe the data is from the source 
host in order to provide a secure network because this would allow the hosts to communicate and 
exchange information, thereby providing a strong security within the network. 

As per claims 6 and 75, Templin discloses the invention substantially as claims discussed 

above. 

However, Templin does not explicitly disclose: 

• wherein the management object is executable to facilitate collaboration by making 
multiple copies of the data available so that the collaborating host has an available copy 
of the data. 
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Templin discloses a gateway that intercepts a packet destined for host C from host A. The 
gateway generates a new packet and sends it to host in which host C believes it is 
communicating with host A (col. 5, lines 60-67, col. 6, Unes 1-4 and coL 8, lines 37-54). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include a management object to transfer data between the source host and 
destination host in such way as to make the destination host believe the data is from the source 
host in order to provide a secure network because this would allow the hosts to communicate and 
exchange information, thereby providing a strong security within the network. 

As per claim 7, Templin discloses: 

• wherein the source host, the destination host and the collaborating host form a rim of 
hosts (col. 3, lines 65-67 and col. 4, lines 1-9). 

As per claim 54, Templin further discloses: 

• the step of providing a rim of hosts (col. 3, lines 65-67 and col 4, Hnes 1-9). 
As per claims 8 and 55, Templin discloses: 

• wherein the rim of hosts is fixed (col 3, lines 65-67 and col 4, lines 1-9). 
As per claim 9, Templin discloses: 

• wherein the rim of hosts is dynamic and changes the direction of the management object 
(col. 3, lines 65-67 and col. 4, lines 1-9). 

As per claims 10 and 56, Templin discloses: 

• wherein the rim of hosts is dynamic rim of hosts changes as a function of the network 
information (col. 3, lines 65-67 and col 4, lines 1-9). 

As per claims 11 and 47, Templin further discloses: 
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• dedicated network resources for communication between the source host and the 
collaborating host (col. 8, lines 37-54), 

As per claims 12 and 48, Templin further discloses: 

• dedicated network resources for communication between the collaborating host and the 
destination host (coL 8, lines 37-54). 

As per claim 13, Templin discloses: 

• wherein the data is transmitted in packet form wherein a packet contains source 
identifying information (col. 4, lines 10-20). 

As per claim 14, Templin discloses: 

• wherein the packet is encapsulated by the source host for transmission to the 
collaborating host, and the collaborating host performs de-packaging of the packet for 
transmission to the destination host (col. 8, hnes 37-54). 

As per claim 15, TempUn discloses: 

• wherein the destination host identifies incoming packets by the source identifying 
information (col. 4, lines 10-20). 

As per claim 16, Templin discloses: 

• wherein the source identifying information is maintained when collaborating hosts sends 
the data to the destination host so that when the destination host reads the source 
identifying information, the source identifying information informs the destination host 
that the source identifying information informs the destination host that the source host 
sent the data (col. 4, lines 10-20 and col. 8, lines 37-54). 

As per claim 24, Templin discloses: 
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• wherein the management object uses network resources for computation and 
communication (col. 5, lines 25-33). 

As per claim 25, Templin discloses: 

• wherein the management object resides on an outside controller (col. 3, lines 65-67 and 
col. 4, lines 1-9). 

As per claims 26 and 46, Templin discloses: 

• wherein the management object is divided into a plurality of objects, each of the objects 
residing on separate nodes on the network and acting cooperatively to manage and 
control the collaborating host in transferring data between the source host and the 
destination host (col. 5, lines 60-67, col. 6, lines 1-4 and col. 8, lines 37-54). 

As per claims 28 and 66, Templin discloses: 

• wherein the network information comprises a reverse flow of packet loss information 
(col. 2,lines 62-65). 

As per claims 34 and 49, Templin discloses: 

• wherein the collaborating hosts each have access to a copy of the data intended for the 
destination host (col 4, lines 28-40). 

As per claims 35 and 52, Templin discloses: 

• wherein the management object provides all signaling and control at a packet layer (col. 
5, Unes 55-59). 

As per claim 36, Templin further discloses: 

• server extensions (col. 7, lines 42-51). 
As per claim 37, Templin further discloses: 
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• dedicated ports (col 5, lines 60-67 and col. 6, lines 1-4). 
As per claim 38, Templin discloses: 

• wherein the source host lies outsider the network (col. 3, lines 65-67 and col. 4, lines 1- 
9). 

As per claims 39 and 41, Templin discloses: 

• wherein upper protocol level hand-off is supported by the packet level mechanisms (col. 
7, lines 5-31). 

As per claim 40, Templin discloses: 

• wherein the communication hand-off further comprises Internet TCP socket hand-off 
among the hosts (col. 1, lines 31-40, col. 3, lines 65-67 and col. 4, lines 1-9). 

As per claim 42, Templin discloses: 

• wherein the collaboration further comprises obtaining source identification information 
from the source host (col. 7, lines 5-31). 

As per claim 43, Templin discloses wherein the network is the Internet and wherein the 
source identification information further comprises: 

• an identifier (col. 7, lines 5-31); and 

• a port identification (col. 7, lines 5-31). 
As per claim 44, Templin discloses: 

• wherein the upper level communication is TCP wherein source collaboration includes 
exchange of sequence and acknowledgement information (col 1, lines 31-40, col. 3, lines 
65-67 and col 4, lines 1-9). 
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As per claim 45, Templin discloses wherein the management object is executable to facilitate 
collaboration by obtaining: 

• an IP identifier of the source host (col. 7, lines 5-3 1); 

• a port identification of the source host (col 7, lines 5-3 1); and 

• the data of the source host (col. 7, lines 5-3 1 and col. 8, lines 37-54). 
As per claim 50, Templin discloses: 

• wherein the management object resides on the source host (col. 3, hnes 65-67 and col. 4, 
lines 1-9), 

As per claim 51, Templin discloses: 

• wherein the management object resides on the collaborating host (col. 3, lines 65-67 and 
col. 4, lines 1-9). 

As per claim 68, Templin discloses wherein the step of sending data from a source host to a 
collaborating host further comprises: 

• the step of sending the data from the source host to the collaborating host along a 
dedicated network resource (col. 8, lines 37-54). 

As per claim 69, Templin discloses wherein the step of sending data to a destination host 
from the collaborating host further comprises: 

• the step of sending the data from the source host to the collaborating host along a 
dedicated network resource (col. 8, lines 37-54). 

As per claim 70, Templin further discloses: 

• wherein the step of storing a copy of the data on the collaborating host (col. 4, lines 28- 
40). 
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As per claim 71, Templin discloses: 

• wherein the step of controlling the collaborating host and the source host at a packet layer 
(col. 5, lines 55-59). 

As per claim 72, Templin discloses wherein the step of facilitating collaboration between the 
source and the collaborating host further comprises obtaining source identification information 
from the source host by obtaining: 

• an IP identifier of the source host (col. 7, lines 5-31); 

• a datagram number of the source host (col. 4, lines 10-20 and col. 7, lines 5-31); 

• a port identification of the source host (col. 7, lines 5-31); and 

• the data of the source host (col. 7, lines 5-31 and col. 8, lines 37-54). 
As per claims 27 and 64, Templin discloses: 

• wherein the network information comprises ICMP error packets (col. 5, lines 25-33), 
As per claims 30 and 67, Templin discloses: 

• wherein the network information comprises message buffer status indicators from the 
destination host (col. 5, lines 25-33). 

As per claim 31, Templin discloses: 

• wherein the network uses a multicast messaging system (col. 8, lines 37-54). 
As per claim 32, Templin discloses: 

• wherein the network uses an any cast messaging system (col. 8, lines 37-54), 
As per claim 33, Templin discloses: 

• wherein the network uses a broadcast messaging system (col. 8, lines 37-54). 
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3. Claims 17-23, 29, 57-63 and 65 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Templin in view of Brendek et al (hereinafter, "Brendel", 5,774,660), 

As per claims 17, 29, 57 and 65, Templin discloses the invention substantially as claims 
discussed above. 

However, Templin does not explicitly disclose: 

• wherein the need is to avoid network congestion. 

Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 

• wherein the need is to avoid network congestion (abstract, lines 21-25). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention as made to modify Templin by transmitting data directly between the hosts in order to 
avoid network bottlenecks because this would provide less traffic congestion on the network, 
thereby allowing hosts to exchange information over a network with being delayed. 

As per claims 18 and 58, Templin discloses the invention substantially as claims discussed 
above. 

However, Templin does not expUcitly disclose: 

• wherein the need is to provide load balancing. 

Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 

• wherein the need is to provide load balancing (abstract, col. 9, lines 30-40, lines 52-67 
and col. 10, lines 1-6). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Templin by including a load balancer in order to keep track of 
requests being processed by a server because this would the load balancer to balance the load of 
the requests among the server, thereby improving the traffic on a network. 

As per claims 19 and 60, Templin discloses the invention substantially as claims discussed 
above. 

However, Templin does not explicitly disclose: 

• wherein the load balancing further comprises balancing CPU usage. 

Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 

• wherein the load balancing further comprises balancing CPU usage (abstract, col. 9, 
lines 30-40, lines 52-67 and col. 10, lines 1-6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Templin by including a load balancer in order to keep track of 
requests being processed by a server because this would the load balancer to balance the load of 
the requests among the server, thereby improving the traffic on a network. 

As per claims 20 and 61, Templin discloses the invention substantially as claims discussed 
above. 

However, Templin does not explicitly disclose: 

• wherein the load balancing further comprises balancing memory usage. 

Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 
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• wherein the load balancing further comprises balancing memory usage (abstract, col. 9, 
lines 30-40, lines 52-67 and col. 10, lines 1-6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Templin by including a load balancer in order to keep track of 
requests being processed by a server because this would the load balancer to balance the load of 
the requests among the server, thereby improving the traffic on a network. 

As per claims 21 and 62, Templin discloses the invention substantially as claims discussed 

above. 

However, Templin does not explicitly disclose: 

• wherein the load balancing further comprises balancing disk space usage. 
Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 

• wherein the load balancing further comprises balancing disk space usage (abstract, col. 
9, lines 30-40, lines 52-67 and col. 10, lines 1-6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Templin by including a load balancer in order to keep track of 
requests being processed by a server because this would the load balancer to balance the load of 
the requests among the server, thereby improving the traffic on a network. 

As per claims 22 and 63, Templin discloses the invention substantially as claims discussed 
above. 

However, Templin does not explicitly discloses: 

• wherein the load balancing further comprises balancing host bandwidth. 
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Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 

• wherein the load balancing further comprises balancing host bandwidth (abstract, col. 9, 
lines 30-40, lines 52-67 and col 10, lines 1-6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Templin by including a load balancer in order to keep track of 
requests being processed by a server because this would the load balancer to balance the load of 
the requests among the server, thereby improving the traffic on a network. 

As per claims 23 and 59, Templin discloses the invention substantially as claims discussed 
above: 

However, Templin does not explicitly discloses: 

• wherein the load balancing further comprises balancing server loading. 

Brendel discloses a world-wide-web server with delayed resource-binding for resource- 
based load balancing on a distributed resource multi-node network including: 

• wherein the load balancing further comprises balancing server loading (abstract, col. 9, 
lines 30-40, lines 52-67 and col. 10, lines 1-6). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Templin by including a load balancer in order to keep track of 
requests being processed by a server because this would the load balancer to balance the load of 
the requests among the server, thereby improving the traffic on a network. 
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Response to Arguments 
4. Applicant's arguments filed October 4, 2004 have been fully considered but they are not 
persuasive. 

The Office notes the following arguments: 

a. Templin fails to disclose the claimed management object. 

b. Templin fails to disclose the collaborating host. 

c. There is no suggestion in Templin to make the destination host believe the data is from the 
source host. 

In response to: 

a. Templin does not explicitly disclose a management object. However, Templin discloses 
control block entries (col 7, hnes 5-6) in which it would have been obvious to use the 
management object instead of control block entries because doing so would provide the same 
functionality of providing network connection information. 

(b)-(c). Templin does not explicitly disclose a collaborating host. However, Templin discloses a 
gateway that acts as a collaborating host between Host A (source host) and Host C (destination 
host). The gateway intercepts the packet from Host A to send to Host C. Host C is spoofed into 
believing that it is communicating with Host A (col. 8, lines 37-54 ) (spoofing is supported by 
Applicant's specification on page 3, paragraph 3 and page 5, paragraph 2). Therefore, Templin 
does disclose a collaborating host that makes the destination host believe the data is from the 
source host. 
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Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1. 136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to LaShonda T. Jacobs whose telephone number is 703-305-7494. The 
examiner can normally be reached on 8:30 AM - 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 703-308-7562. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306, 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
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